Security error in eOffice

eOffice application has been upgraded. You are requested to use Internet
Explorer 11 only. Other browsers may not work properly and not
recommended.

1. Internet Explorer version 11 required. Check the version of your
system’s Internet Explorer.
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Click on the wheel logo at the right top
of the browser screen. Select “About
Internet Explorer”. This will show the
version of Internet Explorer.

Login ID
Password @ Login

Helpdesk Contact at - 24305808/5362 Email Id : support.eoffice@nic.in

If version is older than 11 log a complaint on 44257, 43698 to
update Internet Explorer.

2. If eOffice address is saved in favorites, delete the entry from favorites
and use the IP address 10.255.233.53 directly in the browser’s
address box. Once eOffice login screen is opened the address can be
saved in favorites.

3. Delete the browsing history of the browser. To delete browsing
histories go to Internet Options -> Browsing history -> click delete
button. Select all options from the next screen and click delete.



4. If you are getting the following errors follow the steps given below

Error-1:- There is a problem with this website’s security certificate

/& Certificate Error: Navigation Blocked - Internet Explorer
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|_® There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.
The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the server.
‘We recommend that you close this webpage and do not continue to this website.

'@' Click here to close this webpage.

'@' Continue to this website (not recommended).

(® More information

Solution : Click on the “Continue to this website (not recommended)” option.

Error-2:- This page can’t be displayed

é This page can't be displayed - Internet Explorer
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This page can't be displayed

Turn on TLS 1.0, TLS 1.1, and TLS 1.2 in Advanced settings and try connecting to https://10.255.233.53 again. If this
efTor persists, it is possible that this site uses an unsupported protocol or cipher suite such as RC4 (link for the
details), which is not considered secure. Please contact your site administrator.

Change seftings



Solution:-
Step-1 Click on the “change settings” button. Internet options window will

open as given below

.General I Security I Privacy I Contentl Connections I Programs Advanced |

Settings

= -
[ Use software rendering instead of GPU rendering™
(@ Accessibility

[ Always expand ALT text for images

[ Enable Caret Browsing for new windows and tabs

[ Move system caret with focus/selection changes

[ Play system sounds

[ Reset text size to medium for new windows and tabs

[ Reset zoom level for new windows and tabs
= Browsing

[ Always record developer console messages

Close unused folders in History and Favorites™

Disable script debugging {Internet Explorer)

Disable script debugging (Other) 2
¥ ol
*Takes effect after you restart your computer

Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset... |
condition.

‘You should only use this if your browser is in an unusable state.

oK I Cancel | Apply |

Step-2 Scroll down to “security” and tick the three options “Use TLS 1.0”,
“Use TLS 1.1” and “Use TLS 1.2” and click “Apply” button.

.General I Security I Prwacyl Contentl Connections I Programs Advanced |

Settings

Enable Integrated Windows Authentication™ d
Enable native XMLHTTP support

Enable SmartScreen Filter

[ Enable Strict P3P Validation™

Send Do Not Track requests to sites you visit in Internet E
[ usessL 2.0

3 :
UseTLS 1.0
UseTL5 1.1

fificate address mismatch™
[0 Wam if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n

-
< | 3

*Takes effect after you restart your computer

Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset,.. |
condition.

‘fou should only use this if your browser is in an unusable state.

oK I Cancel | Apply |

Step-3 Click OK button, close and re-open Internet Explorer. Now Error-1 will
be displayed. Click on the “Continue to this website (not recommended)”
option.



Error-3:- This site is not secure

This site is not secure

This might mean that someone’s trying to fool you or steal any info you send to the server. You should
close this site immediately.

@ Close this tab

& More information

Solution:-

Step-1 Click on the “More Information” option. Another screen will appear
like given below

This site is not secure

This might mean that someone’s trying to fool you or steal any info you send to the server. You should
close this site immediately.

¥ Close this tab

@ More information
Your PC doesn't trust this website’s security certificate.
Error Code: DLG_FLAGS_INVALID_CA

W Go on to the webpage (not recommended)

Step-2: Click on the “Go on to the webpage (not recommended)” option.



